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What does Splunk collect?

-
.
-
.
-
.
!
.
-
L4
.
.
.
-

Machine Data contains categorical record of all activity and

o

behavior — customer behavior, user transactions, machine

behavior

EEREEL . |

Splunk Visibility when you need IT most.
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What does Splunk do?

| Database \
Router Host Config Logs 4
] . -
.Vulnerablllty Data - = -J ~~
Server Logs

Patch
Mgmt
Phy5|cal
Securlty

L
.

"wil

Server Metrics

Custom
Applications

Windows

~ DNS Logs
registries |

AL LA LR L)
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e 1

A common interface for all IT Data

. @

S

search alert report

That provides Operational Intelligence

© Copyright 2011 — Company Confidential
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What is Big Data?
...\When the size of the data itself becomes part of the problem
Mike Loukides Sp|unk
O’Reilly Radar



Machine data has its own “OSI| model”

Web Servers '\‘ /

TR | < SBoss 2T AD
App Servers | | ndobe | Apache oo ORACLE w 2)Z0PE

0s | | s | () Q " | @ redat | soiaris H

...... -~ Mac OS

Virtualization . S

Hyper-V"

£ | Parallels

Hardware

Network

Complexity has increased
logarithmically with the addition
of each of these layers to the IT Sto rage

architecture.

© Copyright 2011 — Company Confidential Splunk Visibility when you need IT most.



Point Solutions are Common — lots of consoles

= Web Servers A //\ n
T2 | < JBoss 2)70P
_— App Servers || wr (| T2V | 8o | omacic | BT | Y | @70
= os | wr || A | \wm o | [
=L Virtualization ” ndeeNerm IIParaIIeIS
e Hardware R (intel> 0&@
roan
Network
@ Problem is exasperated since
these stovepipe tools do not
Sto rage provide the ability to correlate
events between them.
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Point Solutions are Common — lots of consoles

Web Servers
App Servers

0S

Qe

Hardware

Network

Storage

1.y //\I
A | x| < JBoss ﬂ @7 OPE
i~ l b ORACLE w 2)70PE
£ » 1 1
KIX Point solution tools:
. v" No end to end situational
CI Awareness across technologies
G v High cost of ownership

v" Slower resolution / Incident
Response

Problem is exasperated since
these stovepipe tools do not
provide the ability to correlate
events between them.
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What is needed is a single method to access IT information. . .

'\‘ /)\ ORACLE

Web Servers
App Servers

Adobe

0S

Virtualization

o wd
Hardware
Network
Q@
Storage
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Across the entire IT Architecture

/Web Servers

App Servers _ @70PE

0 | soi

f Virtualization Parallels
Hardware

MO o =m0

/\
I@ Network -mw@ m . 2 Juniper
—
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Across the entire IT Architecture

/Web Servers

|

L}! | 1B | :oess | omacie

App Servers Apache oo

/ Correlation of disparate data in a
single tool across all technologies:

|| Parallels

Optimized Computing

N Virtualizati v" Quicker root cause analysis

v" Increases situational awareness
Hardwse

v Lowers business risk

A ®
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See all IT and make IT useful

Finding your faults, just like Mom

Because ninjas are too busy
All batbelt no tights

Needle. Haystack. Found

It’s like grep on steroids

Only cavemen use event viewer

Take the SH out of IT
Log management at the speed of thought

© Copyright 2011 — Company Confidential Splunk Visibility when you need IT most.
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Over 2,900 enterprise customers use Splunk to
gain better insight and visibility from their
machine data. Why?

splunk>



Index all data without parsers or connectors
[

Customer Outside the
Facing Data Datacenter

splunk

* Click-stream data * Manufacturing,
* Shopping cart data | | logistics...
* Online transaction E p, 4 ! po 'ﬁ * CDRs & IPDRs .
data 4 * Power consumption
Logfiles Configs Messages Traps  Metrics Scripts Changes Tickets * RFID data
. . . Virtualization o .
Windows Linux/Unix & Cloud Applications Databases Networking
* Registry * Configurations * Hypervisor * Web logs e Configurations e Configurations
e Event logs * syslog * Guest OS, Apps * Logd), IMS, JMX » Audit/query logs * syslog
* File system * File system * Cloud * .NET events * Tables * SNMP
e sysinternals * ps, iostat, top * Code and scripts e Schemas * netflow
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Search using a powerful search language

splunk

Summary Search Status ~ Views ~ Searches & Reports ~

Search | Actions ~

sourcetype="access_combined" | transaction JSESSIONID | where mvcount(clientip) > 1

s
Your search Is paused.

v Timeline: €9 zoomin @ zoomout Scale: E linear — log

| .
7:32:25 PM 7:32:30 PM 7:32:35 PM 7:32:40 H
Mon Jul 18
2011

50 fields | Pick fields [ 365 results in the last 15 minutes (from 4:16:00 PM to 4:31:58 PM on Monday, August 8, 2011)

S0 | Field discovery = E® «prev [l 2 3 4 5 6 7 8 9 10 next» | Optons.

Selected fields (3) Overlay: None |

host (2) JSESSIONID 2 clientip 2

source (1) SDESL3FF3ADFF5 10.103.4.4

233.77.49.94
sourcetype (1
type (1) SD2SL10FF6ADFF9 10.2.1.45

66.196.126.101
Other interesting fields (39)

_ SD4SL1FF7ADFF6 187.231.45.62
action (1) 192.168.11.2
bytes (2) SD2SL9FF7ADFF7 10.2.1.45

63.228.251.81
call_fiwrs _price (n) (1
- —P (m (1) SD6SL1FF8ADFF4 10.2.1.44

ANA 4NO TN NA

© Copyright 2011 — Company Confidential Splunk Visibility when you need IT most.



Automatic Chronology
L

m palo .L0U20:23:49-20:28:16 Firewall events
Field dis Gumemy — NETWORKS

-20:28:16- Events detected moving-across:network from
S CSmEre o - SQL server-to-other-nodes

Mgs&;@ 20:?4:10 : RebF)ot in Sever,Logvs/ Odd_Audit Events.

/ 20:23:54 Web Service Unavailable
Apache i: 2.168.22. |

b

@) .| 20:23:50 CPU Spike on OS of SQL Server

| 20:23:49 . Medium priority.IDS.events to SQL Server..
S S : - : o) 12

Splunk Visibility when you need IT most.
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Alert in Real Time

=

splunk> Search

Summary Search Status v Views v Searches & Reports ~

Create Alert X Create Alert X

OSave Search QSet Up Alert ODeflne Actions ransaction JSESSIONID | where mvcount(clientip) > 1 OSave Search OSet Up Alert ODeflne Actions

| Create Alert Send email ¥ Enable
Splunk Alert: Sname$

Save the search before basing an alert on it.

Save Search Set Up Alert Define Actions
pcale o e a O secuny_team@agency.gov

Search name®  SessionlD Error

Search string”  sourcetype="access_combined" | transaction

Condition |t number of events ~| VY

To send email you must set a valid MTA in

% is greater than ;I 0 » Email alert settings.
the last 30  (raallime] 25 _ ‘ 135 PN S/ : .
Time range  in the last 30 seconds (real-time) ~ | Throttling  After triggering the alert, don't trigger it again for VW Include search results: | as CSV x|
Relative time syntax 1 30 second(s) Ll To send PDF's, ¢* leamn more about PDF server.
rt-30s to e I Add to RSS [ Enable
Time specifiers: y, mon, d, h, m, s ¢ Learn more Expiration After 24 hours .:I RSS link displays after alert is created.
Share @ Keep search private How long ¢+ Alert manager keeps a record of each triggered Run a script ("] Enable

alert
() Share as read-only to all users of current app SSPLUNK_HOME/bin/scripts/ Script filename
Additional permission settings available in Severi . rV. s
Manager » Searches and Reports ty Medium Ll Y ) Tracking W Show triggered alerts in = Alert manager

3 T T

Define the Alert Alert Options Who gets Alerted

© Copyright 2011 — Company Confidential Splunk Visibility when you need IT most.




Enrich data from external sources

Watch

ww LDAP, AD 02 _
Lists

— =
sSpiun —
SipEl — L — —~

CRM/ERP
N— ~——

| |

Better Understanding
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Support Multiple Use Cases

Weksme Sy

Report to any level

000 Executive Dashboard - Business Activity Monitoring - Splunk 4.0 (63993)

[« [» }[€] [+ [Einup://10.2.1.58/en-Us/app/bmon/executive

splunk

Dashboards ~ Search views ~ Searches ~

Executive Dashboard

> \verage Duration - Las

Value for the last hour I te

SLA - Las
Number of transactions out of SLA
(over 40 seconds)

Average duration in seconds of al PetStore transactions for the last 15

inutes
65 (Green - under 20 / Yellow - between 21 and 50/ Red - over 50)

—

refreshed: Jul 14, 2009 1:35:48 PM
76,187 events scanned in the last 24 hours (from 1:00:00 PM July 13 to 1:35:00 PM July 14, 2009)

EEEE P EEEE F R R R F e
5m_i---!!HHi!!HEEH-H-HH-H- S

600 - | 1 1 - ] - 1 | | B m Goufish
AN :

- W Persian
M Ratllesnake

I U U BN BN SRR DU NN DU NN NN SN SN NN SN NN NN SN SN NN NNRN NN S A e
00:00 06:00 12:00
Tuesday Jul 14

Audit - Splunk Audit Events by Action - Last 24 hours

: Averag saction D Produ Minut refreshed: Jul 14, 2009 1:41:16 PM

779 events scanned in the last 20 minutes (from 1:20 PM to 1:34 PM on Tuesday, July 14, 2009)

IT, Line of Business or
Management

About

File a Bug

Help
s Changelist Feed

TSPLUNKNIK

product_name  purchased viewed xratio zOur_price zPetco_price  zPetsmart_price -
M Amazon Parot
‘Amazon Parrot 83 166 50 250 269 279 Workspace
ot o Accens Exceptions: 13020 o Endpoirt Excaptions. $31 pangoss por iy 84803279 Commiters 47 Workspaces 103

Finch 83 167 50 15 19 21 @ 250

H W Buldog
Manx 30 250 12 49 55 55 3 M Chihuahua
Persian 29 58 50 99 129 149 g W Finch - J Netw: - .

H ok Exceptions: 0 R

g oldfish 5 20uta Exceptions ¢
P S 5 o £ 8 Gors e

4

NI .

Audit - Splunk Audit Events by User - Last 24 hours

Compliance Auditors

Year to date -
61277 Micah Delfino
Justlearnec how to use py integrate”
6,000 —— 5
5,000
2 400 new 61276 Stephen Sorkin
s " um stoppedslacking and finaly commitied he whlly
2 3000 ‘undocumented feature that added 16 lines to the repo.
L —al preT————
2,000
1,000 61275 Nick Mealy
H e I p D es k Febnuay 2000 Aol 2000 [ bl ol soman’s erd ok itha
reoretesTorataseers
Time
Stephen Sorkin
tegrated

Website Managers
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splunk> splunkdotcom

Dashboards ~

Basic Website Statistics

New, and Return Visitors Pel

J Governance Exceptions 0

VPs of Infrastructure

61278

Mitchell Blank Jr

Views - Searches ~  Unit Tests

dropped a hella large change with 1 files.

refreshed: today at 12:54:45 PM.

———

Security Teams

SysAdmins,
NW Admins, Developers

Mash up Web Apps

Splunk Visibility when you need IT most.




Delivering Operational Intelligence

Three Primary Capabilities

Search/Navigate Real-time Visibility Historical Analytics
Data drilldown Live dashboards Baseline and thresholds
“Needle in a haystack” Event correlation Trending
Root cause analysis/ Monitoring and alerting Operational insights
troubleshooting Performance issues Historical patterns
Incident investigations Transaction levels Compliance reports

SLA tracking

splunk> splunkdotcom

Dashboards + Views - Searches +  Unit Tests
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Why Splunk scales

Splunk has been tackling [big data] with a unique solution that is generating a

significant amount of commercial success
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Databases are not suited for unstructured data

A

-0 =
N7
i
Relational Databases Multidimensional Databases Machine Data Engine

Financial records, Multidimensional data for Time series
manufacturing and business management and unstructured data, with
logistical information, statistics no predefined schema
personnel data Math computation strength — Generated by all IT
Data highly structured — dense data systems, non-standard
database highly Pivots data for flexible financial data, unpredictable
structurec analysis formats
Inflexible schema, Monthly reporting, not for Massive volume; fast
long deployment cycle real-time events navigation and

correlation paramount
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Distributed Search using Map Reduce

MapReduce is a software
framework introduced by Google
in 2004 to support distributed
computing on large data sets on
clusters of computers. - Wikipedia

V.

A ‘search’ (question to be

answered) is distributed
amongst multiple cores.

Each Indexer processes a
subset of the entire
dataset and produces
part of the overall answer
back to the search head
for “reduce”

Data is load balanced into
commodity computers
(indexers) where it is
‘mapped’.
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Questions? Talk to a Splunk representative
T
ST All data s teleyant :¢ WY dete

ab’),+y +0 5BarCh 'f’hroush H.. Anna Tant

etfic ien'f')y. | CivdilianIAccount Executive
Federa
atant@splunk.com

Library of Congress
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L 4

Free Download

Limited to 500mb/day
No alerting

www.splunk.com
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