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#3. The implications that the change from preserving physical media 
to preserving digital information has upon a storage architecture..

Module 3: Data Integrity -- Digital information is a paradigm shift  from media preservation to 
information preservation.  This module discusses the concept of data integrity, which 
includes physical and logical security, in the digital world.
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Additional Concerns: Physical Documents vs Digital Media

Physical Access + Network 
Access

Physical AccessSharing

Controlled environment to 
preserve media + physical HW to 
retrieve digital data + software to 
render it properly

Controlled 
environment to 
preserve media

Contents

Physical + Digital Access 
Guards

PhysicalSecurity

Digital MediaPhysical Documents

Other concerns: restoration, error detection, intended use, authentication; etc.Other concerns: restoration, error detection, intended use, authentication; etc.
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Preserving Digital Information

•Perfect is unaffordable – sometimes digital information will be lost
•Avoid surprises – perform end-to-end analysis

•Perfect is unaffordable – sometimes digital information will be lost
•Avoid surprises – perform end-to-end analysis
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Preserving Digital Information – End to End Analysis

Error detection and correction are localized within storage systems
Thus, defining the architecture requires 

–An understanding of how much loss can be afforded
–Intended use
–An end-to-end analysis of 

• Component errors
• Media shelf life

–Control processes to ensure system is behaving as expected
A pair of stories of end-to-end (eventually) analysis

–Harris COPE Controller tape transfer
–STK Redwood Drives


